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Best Practices eKeypad Pro - Elk M1 XEP

Overview

This document best describes the requirements and practices that should be used when
integrating eKeypad Pro with an Elk M1 Gold or EZ8 alarm and automation panel. By
following these guidelines, you will increase the reliability of eKeypad Pro, the M1-XEP
module and the network they both require to operate.

If you are using a C1M1 module instead of the XEP, please see the dedicated C1MH1
setup guide in the documents section of our web site: http://www.ekeypad.net/

The sections listed in this document are designed to be performed in the order in which
they are listed. It is highly advisable to completely read through this document before
you attempt to implement these requirements and recommendations.

All of the topics listed in this document should be implemented. The only optional
component is whether the external address of the router is managed by a Dynamic DNS
or Static IP purchased from the internet provider. See the "Static External Address”
section for more information.

At the end of this document is a single page checklist. It provides a convenient place to
document key information about the install. Once you are familiar with the content of
this document, this checklist also provides a simplified, single page reference to the
requirements and practices.

This document can not cover every possible scenario you may encounter. Please
contact eKeypad and EIk support if necessary. We are here to help.

eKeypad Support Elk M1 Support
www.ekeypad.net www.elkproducts.com
support@ekeypad.net techsupport@elkproducts.com
214-497-4232 800-797-9355 / 828-397-4200
M-F 8am - 6pm (Local Time) M-F 8am - 6:45pm (EST)
Sa By Appointment Sa  Closed
Su  Closed Su  Closed
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Network Setup

Communications between eKeypad Pro and the Elk M1-XEP module occurs over a
network. To ensure a reliable solution the local network must meet certain minimum
requirements.

Multiple Routers

eKeypad contains a test to help identify this scenario. Start by connecting the mobile
device to the local Wifi network. Next, open eKeypad Pro and navigate to the Config ->
Support -> “Network Diagnostic Tools” screen. Touch the “Count Routers to Internet”
action and view the output in the “Testing results” window.

If more than one router is identified by this test, all extra routers should be disabled or
configured to be transparent. The process for setting up a network with multiple routers
is outside the scope of this document and not supported.

IPv6 Networks

eKeypad contains a test to help identify this scenario. Start by connecting the mobile
device to the local Wifi network. Next, open eKeypad Pro and navigate to the Config ->
Support -> “Network Diagnostic Tools” screen. Touch the “List Local IP Address” action
and view the output in the “Testing results” window.

Although eKeypad Pro supports IPv6 addressing, the M1-XEP module currently only
supports IPv4 addressing. As a result eKeypad Pro requires an IPv4 network to work;
IPv6 networks can not be supported.

Most routers provide the ability to disable IPv6 for internal Wifi networks. This option
should be used. If disabling IPv6 is not possible, then using a dedicated Wifi access
point connected to the same IPv4 network as the M1-XEP module will be required.

Multiple Wifi Networks

It is possible for some Wifi routers and access points to broadcast multiple SSIDs. In
some cases not all of these SSIDs will connect to networks capable of accessing the
wired network where the Elk M1-XEP is attached.

It is important to make sure you are always connecting to the correct Wifi SSID. It is
easy to verify this from within eKeypad. Open the Config -> Status screen. At the top of
the screen it will tell you the name of the Wifi SSID the iOS device is currently
connected to.

If using permanently mounted iOS devices, such as iPads, it is recommended to use
Ethernet instead of Wifi. This option requires requires additional equipment. See the
“Ethernet Connectivity” section at the end of this document for more information.
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Hardware Setup

The main Elk M1 alarm panel is designed and built for long term operation and can
reliably run for years unattended. The M1-XEP module, switches and routers are
responsible for providing the network access eKeypad requires to operate. These
components providing the network access are not built to the same high levels of
reliability as the Elk M1.

The reliability of these components can be greatly improved with a few enhancements.
These changes are highly recommended to ensure a reliable and dependable
integration with eKeypad.

XEP Power Adapter

The M1-XEP module ships with a power adapter. Unfortunately, this exposes the XEP to
any variations that may occur in the AC line power. Power brownouts and surges can
affect the operation of the M1-XEP and even damage it.

It is recommended to wire the M1-XEP power adapter to the M1 VAUX power terminals
on the lower left corner of the panel. This will isolate the M1-XEP from almost all issues
related to line power variations.

The M1-XEP consumes 300ma of 12v DC power. This is well within the limits of the M1
VAUX power terminals but the size of the M1 battery should be re-validated. In some
scenarios a larger capacity battery may be required to maintain sufficient runtime during
power outages.
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XEP Auto-Reboot

The M1-XEP module is a very stable device, but since it is the gateway for all eKeypad
communications it does represent a single point of failure. It is recommended to setup
the system described below to automatically restart the M1-XEP module periodically.

This document describes a solution for a monthly restart. If your scenario requires the
restart to occur at a different frequently, please contact eKeypad support for more help.

The M1-XEP module uses 12 volt DC power. As such, the power cable for the XEP
contains only two low voltage conductors. Take either one of these conductors and wire
it through the Relay Output 3 located on the right side of the Elk M1 panel. Use the
Normally Closed (NC) option on the relay.

Next, Use the EIk-RP application software to create an automation rule to manage
opening this relay output which will cause the XEP to restart. Be sure to send the
changes to the panel when you are done.

. Select “Rules” from the “Automation” section of the side menu in Elk-RP.

1. Add a ‘Whenever’ clause for “Time of Day” with a value of 3am.

2. Add an ‘And’ clause for ‘Date is’ and ‘A Specific Day of the Month’. Set it to when
it is equal to a fixed value of 1.

3. Add a ‘Then’ clause to “Turn Output On/Off”. Turn on OUTS3 for 3 seconds.

New Rule
‘:E':' v E X
WHENEVER AND THEN | Edit Copy Paste Delete | Help

Comments:

Rule:
WHENEVER THE TIME IS 3:00 AM =

AND THE DAY OF THE MONTH IS 1
THEN TURN Output 3 ON FOR 3 SECS
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Router/Firewall Setup

Routers connect two or more computer networks together. The job of the router is to
direct network traffic to its destination. In contrast, the job of the firewall function of the
router is to secure networks by blocking unwanted traffic.

It is important that both the router and firewall are configured correctly. This is described
in more detail in other parts of this document but includes:

1. Forwarding port 2601 on the M1-XEP module to the external side of the router.

2. Setting up a DHCP reservation for the static IP Address assigned to the M1-XEP.

The router and firewall are key components in the communications between eKeypad
and the Elk M1. The best practices below are focused on increasing the reliability of
communications by preventing unplanned or unintentional configuration changes.

+ Install a secondary, customer owned router/firewall. It is impossible to prevent
changes to the router and firewall if the equipment is owned and managed by the
ISP. These changes should be moved to a second router/firewall where access to
the configuration can be restricted.

« Disable the firewall function of the ISP provided router. With the addition of a second
router, this device no longer needs to act as a firewall. This can be described using
different terms but the goal is to transparently forward all traffic to the second router.
Common terms for this include, but are not limited to Bridge Mode or DMZ.

« Enter all of the router/firewall configurations necessary to support eKeypad and the
Elk M1-XEP into the secondary router/firewall. The only change to the ISP router is
to disable it so the secondary router performs all functions.

Router/Switch Power

The key components necessary for eKeypad to connect to the M1 includes but is not
limited to: ISP modem/router, customer owned router, network switches and Wifi access
points. These network devices are susceptible to the same power line fluctuations that
can affect the M1-XEP module.

It is recommended to place all of these devices on a UPS (uninterruptible power supply)
to protect them from power surges and power outages. It is also recommended to
purchase a UPS with a replaceable battery and schedule the battery to be replaced at
the same frequency as the Elk M1 batteries.
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Elk M1 Settings

A key requirement for all installations is to properly configure the Elk M1 Gold using the
Elk-RP application software on your computer. Without these options being set properly
it can cause a variety of issues ranging from the inability to arm the panel to delayed
status updates in eKeypad.

Please note that the following the changes will result in a restart of the M1-XEP module.
It is important to remember that the restart process can take from 5 to 10 minutes to
complete; be patient. During the early stages of this reboot, attempts to restart eKeypad
will result in a “Connection Timeout” error as the M1-XEP module will not be
operational.

It is also important to note that any time the Elk-RP application software is connected to
the M1-XEP, all other connections will be paused. No control commands will be
accepted from eKeypad and no status updates will be sent to eKeypad. eKeypad
detects these scenarios and will display a special message identifying that Elk-RP is
connected. This message will automatically be removed when EIk-RP is disconnected
from the M1-XEP.

Assign Static IP Address

By default the M1-XEP module is shipped with the DHCP option enabled. This setup
guarantees the IP Address will change in the future causing connection issues in
eKeypad. The Elk M1-XEP module must be changed to use a static IP Address. Be sure
to send any changes made to the M1-XEP module.

The M1-XEP IP Address settings are located on the “TCP/IP Settings” tab of the
“M1XEP Setup” popup window in the Elk-RP application software. This window is
opened from the “Account Details” screen using the button in the bottom right corner of
the screen.

I8 EIkRP - C:\ProgramData\RP\ElkAccts2.mdb - Account: M1 (Std) Custom (M1 (5td) Custom Values) - o x ]
File View Connection Se etup  Help File View Connection Send/fcy  Setup  Help
« 95 O #E 3 & SE& e« = O #MET & S E &
Back Foward Up | Find Save New | |Connection|Send/Rcy Log Status | Print View Help Back Foward Up | Find Save New | Comnection Send/Rcv Log Status | Print View Help
Account Details = Datail

MIXEP Setup

Norme and Addres — o tems
- > hoed  ocucton (TCP/1P Setings Dpasowors | Emai. | Cotral Stton | Dymaric DNS | Time Sevr | Ao System | MiCiod
y @ e

‘Account M1 (51d) Custom

Name [M1 (5td) Custom Values

n IP address via DHCP
address
0.0.0.0
0.0.0.0

ey [0.0.0.0

S @ é © Obain DNS automatically
i | [ Contact Information RP Access Code 245801 _Change G q [ Seecify DNS Addresses to use: iscov
Telephone N (=] rimary 0.0.0.0 Copy IP Adc and Secure Port
- Bpre] System W S o the Account Detis Screen;_ Copy

[T.0.0.0
4 Auto-DNS available on M1XEP firmware ver 1.3.20 and later only. [TestDNS] works on ver 2.0.18and later only.

Find Close

ERRPSM1 1 > EIkRP

T =
I™ Connect Non-Secure

MIXEP Setup.

103 factory defauted contrl with this accourt, EKRP

Systembpe: M1 519 @ Nt comecicd @ Notmosied Sytem e M1 (59 @ Not comected ( Mosied
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Create XEP Login

eKeypad Pro - Elk M1 XEP

This setting is located on the “M1XEP Setup” window which is accessed from the
“Account Details” entry in the side menu of the EIk-RP application software. The
“M1XEP Setup” window is displayed by using the button in the lower right corner of the

screen.

Select the “Passwords” tab and enter a Username/Password pair for use by eKeypad.
Both the Username and Password fields are case sensitive and must not contain any
spaces. It is also highly recommended to create a unique login that is only used by
eKeypad. Be sure to send any changes made to the M1-XEP module.

B8 £1p - Ci\Programbata) - o x
File View Connection Send/R
e 3 O MEE 5 8 2o
Back Foward Up | Find Save New Log Status | Print View Help
Account Details =
5 N Add Syst
s b) fame and Address ystem
® Account [MT(§1d) Custom System Type M1 (5

Name [M1 (5td) Custom Values

ok e WXEP C Ci 2|
B I—

Notes Portto use for

Ivaues. f you connect to a factory defauited contrl with this account, EKRP
il eport comecty) that there ae corficts.

Systemtype: M1 (St9)

Serial Port Transmit Options

L]
Fle View Connedion Send/Rv Setwp Help
= 0o = 5 e
« = o MED & E R ==
Back Foward Up | Find Save New | Comnecon SendRev Log Swtus | Prnt View Help
Dasail =
MIXEP Setup
Folder tors
= Aced  Ptoducton | TCP/P Setin [= i | Certal Station | Dynamic DN | Time Server | Audo System | M1Cioud
€ User 5 .
@[] Aread -
y socurepnt. Applicaions
= L oo and iher 3 party appcatons AP do rigar
@ Jhzond  suthenicaton " :
Wre|  blank. You can either: A) BE
e
& oo
& Teleg_ [T Disabl melpassuords (notrecommendes
a8 e Password
X< i
2
>
E é J
) c
=
[ s
A
Find Close
SRS WIS B
[Values. Tyou connectto a factory defacked coriro wih s accourt, EKRP. =
[wil report (comectly) that there are confiicts. I Connect Non-Secure.
WP Seip
Systemtype: M1 (Std) @ Not connec cted (" Modfied

This option is located by selecting “Globals” from the side menu in EIk-RP then
selecting the “G29-G42 (Special)” tab. On this tab you will find a group of six options
labeled, “Serial Port 0 Transmit Options”. Only some of these check boxes are checked
by default. All six check boxes must be checked and the settings sent to the panel.

These settings are important. They are
necessary for eKeypad to accurately display
status. They tell the Elk M1 to proactively
inform eKeypad of any changes that occur.
Without enabling these items eKeypad will
not be informed when changes happen
resulting in inaccurate status information.
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UserCode Access Feature
This option is located by selecting “Users” from the side menu in the Elk-RP application
software then selecting the User Code that is being used in eKeypad.

In the “User Authorizations” group deselect

the “Access” feature and send the changes " . e o o
to the panel LG |NEE| T 2Em sme

User 001

@

x
User: 1 User's Name

User Codel3456

This change needs to be made to ALL
User Codes that will be used in eKeypad
to disarm the alarm. If this feature is
enabled it will prevent the panel from being
armed from eKeypad.

If you are using the Elk M1 to provide
access control and believe this option is
required for a given user code, please
contact eKeypad support for help.

Systemtype: M1 (3) @ Nt comecied € Wodied

Auto Stay Arming
This option is located by selection “Areas” from the side menu in the Elk-RP application
software then selecting an individual Area.

In the “Arming Options” group deselect the “ Auto Stay Mode after exit time if no
violation” feature and send the changes to the panel.

If this feature is enabled, it will o 7
automatically change the Away arming REIEE) [V PR )

Area 1

mode to Stay mode if none of the
perimeter delayed doors are opened
during the exit delay countdown time.

eit2) 60 =  Emy2l 30 =

STAY Key Serolling

[ Niht nstant

This will have the side effect of making it
impossible to arm the system into Away
mode from eKeypad when not onsite. This B
feature should be disabled for all areas '
that will be controlled via eKeypad.

7 Allow STAY key change if armed

Sytem by M1 (89 @ ot comected  Wodied
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Router Settings

Create DHCP Reservation

Using the static IP Address assigned to the M1-XEP module earlier, the same IP
Address should also be setup as a DHCP reservation in the DHCP server. The DHCP
server is often, but not always, located in the router.

This is an important step that should not be skipped. Both setting a static address in the
XEP and reserving the same IP Address in the DHCP server are necessary to ensure
reliable communications.

Setup Port Forwarding
The firewall functionality in the router is designed to block unwanted traffic. However, for
eKeypad to remotely access the M1-XEP some traffic must not be blocked.

This requirement is ONLY needed when eKeypad will be connecting from outside the
local network. If remote access is not required, port forwarding should not be setup.

This process uses the port forwarding functionality found in the router. Only TCP traffic
and traffic on port 2601 need to be forwarded. The setup of the port forwarding entry will
also request the static IP Address of the M1-XEP you assigned earlier.

Static External Address
The external IP Address (also called the WAN address) of the router is assigned by the
internet service provider. By default it will be dynamically assigned using DHCP.

This requirement is ONLY needed when eKeypad will be connecting from outside the
local network. If remote access is not required, this section is not need.

If remote access will be needed, the dynamically assigned WAN address must be
addressed to maintain reliability. There are two options, but you only need to use one of
them. Whichever option is used, the remote address will be needed during the eKeypad
setup described later in this document. This value will be required for the “Failover
Address” field.

1. Purchase a static IP Address. This is the most reliable option, but it can also be more
complex to setup. Not all internet service providers offer this service. Research is
recommended as some internet providers may also charge overpriced fees and/or
require hardware changes.

2. Setup a Dynamic DNS (DDNS) hostname service with www.dyndns.org. This option
is the easy to setup but introduces additional dependencies on the internet
connection. The use of DNS hostnames will require the use of DNS servers located

Page 9 of 26


http://www.dyndns.org

Best Practices eKeypad Pro - Elk M1 XEP

on the internet. Using a DDNS service is the most commonly used option for dealing
with the External IP.

The setup of the DDNS account should always be done as early in the setup
process as possible. It is recommended to perform the account setup at least one
day before the rest of this document to make sure it has time to be fully setup.

After setting up the DDNS account, the Elk M1-XEP module must also be configured
with the account details. The XEP module will monitor the external IP of the router
for changes and updates the DDNS account as needed.

These details are located on “Dynamic DNS” tab of the the “M1XEP Setup” window
which is accessed from the “Account Details” entry in the side menu of the Elk-RP
application software. The “M1XEP Setup” window is displayed by using the button in
the lower right corner of the screen. Be sure to send any changes made to the M1-
XEP module.

I8 EIRP - C:\ProgramData\RP\ElkAccts2.mdb - Account: M1 (Std) Custom (M1 (Std) Custom Values) - a x EE

Fle View Com endRev  Setup  Help Fie View Comnecon Send/Re Setup Help
bag Mlm T HE 4m & ~‘=s¢i ml’m T EBHE a2
Back Foward Up | Find Save New Send/Rev Log Satus | Print View Help = - - ISR Send/Rev Log Status | Print View He

Account Details = A =]
MU S up
Folde tem: e

Name and Address System

‘Account M1 (51d) Custom System Type [MT(5d)

Name [M1 (Std) Custom Values

%
56 Usen

High! f
DB Upaates i he roslem 5 conecied

dchone Norbers
o] el ] Sytem Teephn
T
System URLIP

Notes Portto use for connecting

o1 &
sccect o sgfffe

changes andan update occurs

_1_1_!#14

r’ Connect Non-Secure.

clory
r are corfic
MIXEP Setup

ctto a factory defauted contrl with this account, EKRP
that there are corficts.

Sytembpe: M1 59 @ Nt comected @ Notmosied Sytemtpe: M1 (59 [y rp—  Wosied

Always test the DDNS settings entered into the XEP. Proper operation is very important.
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eKeypad Setup

Check Network Connection

The most common method of connecting iOS devices to the local network is by using
Wifi. However, some routers and access points broadcast multiple SSIDs where not all
of them are able to connect to the EIk M1. You must make sure the iOS device running
eKeypad is connected to the correct SSID before starting the setup process.

You can quickly check basic Wifi vs Cellular connectivity by looking at the icons in the
top left corner of the iOS device screen. If you see the following icon, then the device is
connected to a Wifi network.

o0 AT&T Wi-Fi

For a more comprehensive check use the Config -> Status screen in eKeypad. At the
top of the status screen the network connectivity will be displayed.

It will tell you how the iOS device is connected to the network: “No Network”, “Ethernet”,
“Cellular Data”, or “Wifi”. If using Wifi, the name of the SSID will also be provided.

10.3 (14E8301) o O iPhone 7 Plus - i0S 1.0

12:57 PM

Config
L/

* Favorites

My Keypad

Client Settings

Launch Passcode OFF
Areas Look and Feel

Advanced Settings

Backup Files

[ s s b |

About

Support

Modules

Status

HH Variables

@$ Climates

The local IP Address assigned to the 10S device will also be displayed. Be sure to verify
that eKeypad is displaying an |IPv4 address. For proper operation it must not be IPv6.

- An IPv4 Address can be identified by pattern: 4 numbers between 0 and 254,
separated by periods. It can not contain any letters. For example, “192.168.10.55”.

- An IPv6 Address can be identified by the pattern multiple number and/or letter values
separated by colons. For example, “1080::8:800:200C:417A”.
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Customize Profile Name
eKeypad contains an advanced function called Profiles that allow complex systems to
be organized into smaller groups so the application is easier to use.

There is one special profile that is always present in eKeypad. By default it has the
name “Base Profile”. This name should be updated to something more meaningful as it
will be displayed on the application interface.

In eKeypad, open the Config -> “Profile Manager” screen. In the second section you will
see the “Base Profile” entry. It can also be identified by the lock symbol on the left side
of the row. Touch on this row and select the “Configuration Details” entry. Change the
“Profile Name” field as necessary and save the changes using the save button at the
top of the screen.

iPhone 7 Plus - 0S 10.3 (14E8301) iPhone 7 Plus - i0S 10.3 (14E8301) iPhone 7 Plus - i0S 10.3 (14E8301) iPhone 7 Plus - 0S 10.3 (14E8301)
1:06 PM 3 1:06 PM 3 114 PM 3 114 PM

Base Profile Config Profiles Base Profile

Startup Behavior
Y Favorites %y Profile Manager ) ) @ Configuration Details l
= Profile at Start Base Profile =

88 My Keypad Device Management -
o . - Connect Method if Accessed Profile UID I Default
Areas #® Automation Systems
L Client Settings ~ Add New Profile... §

Lights
Launch Passcode (] ﬁ:‘, Base Profile Associatec' Devices

M Tasks ¥ o
Look and Feel The locked profile can be edited
&
t
)

Zones but it can not be deleted.

iPhone 7 Plus - 105 10.3 (14€8301) A |

Advanced Settings Carrier 115 PM -

Outputs

Profile

Backup Files

Profile Name Base Profile

Profile Specific Settings

; About
HH# Variables

a@ Climates

Support

Use Remote Module

Base Profile Elk M1

My Elk M1
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Add Elk M1 System

Make sure the iOS device is connected to the correct local Wifi or Ethernet network
before continuing. This is necessary to properly test the setup of eKeypad. Please see
the “Multiple Wifi Networks” and “Check Network Connection” sections earlier in this
document for more information.

To start the setup of the EIk M1 system by launching eKeypad and dismiss any
message that may appear. Next, navigate to the Config screen if it is not already
visible. Select the “Automation Systems” link, then the “Add New System...” link and
finally choose the “Elk XEP” entry.

iPhone 7 Plus - i0S 11.0 iPhone 7 Plus - i0S 11.0

System Devices New System

 Add New System.. )

Config

Y Favorites ‘% Profile Manager
:

$82 My Keypad Device Manacement

Areas 4 ®  Automation System

Client Settings

Lights
Launch Passcode

f
M Tasks
Look and Feel
Iil Zones
Advanced Settings
|1| Outputs
Backup Files

BH Keypads

About

H# Variables Support

A
@v Climates My Elk M1 My Elk M1

There are a number of settings that need to be entered using the values and information
collected in the sections described above in this document. If you have not performed
these section, please go back and do so first. The tasks described in this document are
designed to be performed in the order listed.

1. Device Name: Each device configured in eKeypad must have a unique name. This
field is cosmetic and used it identify the system. Update this field appropriately.

2. Network Address: This field should be set to the internal, static IP Address assigned
to the M1-XEP module in the “Assign M1-XEP a Static IP Address” section earlier in
this document.

3. Port Number: This field should normally be set to the secure port of the M1-XEP
module. By default this port has a value of 2601, but it can be changed. Be sure to
use the value listed on the “TCP/IP Settings” tab of the “M1XEP Setup” popup
window in the Elk-RP application software. See the “Permanent Installs” section
below for more information.
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4. Use Failover: This switch must be set based on how eKeypad will be used. If
configuring for remote access, it must be turned ON. If configuring for local network
access only, it should be turned OFF.

5. Failover Address: This field is only visible if the “Use Failover” switch above is ON
and is only needed for remote access. This field should be the IP Address or
Hostname you setup in the “Static External IP” section earlier in this document.

6. Failover Port: This field is only visible if the “Use Failover” switch above is ON and is
only needed for remote access. This field must be the same value used in the “Port
Number” field above.

7. Portis Secure: This switch must be set based on which port eKeypad will connect to
on the M1-XEP module. If connecting to the secure port, this field must be turned
ON. If connecting to the non-secure port, this field must be turned OFF.

8. Login is Required: This switch is only visible if the “Port is Secure” switch is turned
ON. This setting must match the setup of the “Passwords” tab of the “M1XEP
Setup” window in the Elk-RP application software. See the “Create XEP Login”
section earlier in this document for more detail.

9. Port Username: This field is only visible if the “Login is Required” switch is turned
ON. This field should be set to one of the Usernames defined on the “Passwords”
tab of the “M1XEP Setup” window. See the “Create XEP Login” section for more
information.

10.Port Password: This field is only visible if the “Login is Required” switch is turned
ON. This field should be set to one of the Passwords defined on the “Passwords” tab
of the “M1XEP Setup” window in the EIk-RP application software. See the “Create
XEP Login” section for more information.

11. Valid UserCode: This is the 4 or 6 digit code used to arm/disarm the Elk M1 panel.

All remaining settings are advanced configuration settings that allow eKeypad behavior
to mirror certain Elk M1 configuration settings. Changing these settings is uncommon.

To complete the addition of the new system, scroll back to the top of the screen and
press the Save button. The save function will start with a full validation of the values
entered. All values will be tested for validity and a test connection over the local network
will be made to the system.

Any issues found will display an error message. Read the full text of the error message
as it will describe in detail the nature of the issue that was found. In most cases the
error message will also direct you to where it can be resolved.

Once the initial, local network validation process has completed eKeypad will perform a

synchronization of the M1 panel settings. Once completed, eKeypad will require a
restart to continue.
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At this point eKeypad is setup, but additional testing must be performed to ensure that
everything is working as intended.

Start testing by opening eKeypad and navigating to the “My Keypad” screen. Use this
screen to perform two tests: Arm the M1 panel and then subsequently disarm the panel.
This test will confirm basic connectivity and communication over the local network.

Testing Remote Access

If setting eKeypad up for remote access, additional test are necessary. The testing steps
up to this point have all occurred on the local network. These additional tests must
occur on Cellular data or a remote Wifi network.

Start by exiting out of the eKeypad application to the iOS home screen and unplugging
any cables connected to the iOS device.

Next you need to temporarily disable Wifi on the iOS device.

1. Swipe up from the bottom of the screen to expose the iOS control panel. The
look of this control panel will vary, but the icon will be the same.

¢ © o

L —

AirPlay irDro
Ll Screen 0 very

5 el
~0000

i0OS 11

Start off screen and swipe up

2. Disable Wifi. The icon is blue when enabled and gray when disabled.
3. Swipe the control panel screen down and off of the screen.

Once the connection to the local network has been disabled, the iOS device will either

be using cellular data or it will have no network connection at all. To determine which,
start by looking at the top left corner of the screen.
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If you have a cellular connection you will see a carrier name such as AT&T, Verizon, etc.

4w AT&T LTE 7 @ 58%

Make sure you have at least 2 bars in the meter to the left of the carriers name. If you
have less than 2 bars will need to move the mobile device to a location with a stronger
cellular signal.

If you have a cellular capable device, but no cellular service is available you will see the
text “No Service”. You will need to move to another location or possibly outside of the
building to obtain a cellular signal/service.

4 No Service 99% ) 4

If you are unable to obtain a working cellular signal, you may need to perform the
remaining tests on a remote Wifi network or use a cellular hotspot. A working connection
is required to complete the remote access testing.

Once you have a working connection that is not on the local network, relaunch eKeypad
and navigate back to the same “My Keypad” screen using in the first test. Perform the
same arming and disarming tests again to verify that everything is operating.

Once you are finished with the remote access testing, be sure and re-enable the Wifi on
the iOS device by following the same directions above that disabled Wifi.
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Configuration Password
Once the testing of the eKeypad configuration has completed, the configuration settings
should be locked down to prevent unintended changes.

Open the Config -> Advanced Settings screen. Turn the “Secure Config” switch to ON.

iPhone 7 Plus - 0S 10.3 (14E8301) iPhone 7 Plus - 0S 10.3 (14E8301) iPhone 7 Plus - i0S 10.3 (14E8301)
1:06 PM

1:06 PM

Config

Base Profile Advanced Settings

-_— —
‘, Profile Manager ‘ Secure Config OFF
No

%

Favorites

Device Management

®  Automation Systems

Client Settings

My Keypad

Allow Sleep

Areas
Ignore Errors

Lights Silent Buttons
- i

Launch Passcode (o)~

Tasks Al Exit

ways Exi

Look and Feel Y

‘ Advanced Settings

Backup Files

Z
ones GUI Restrictions

Outputs

Installer Management

AP FRQEDD

Keypads

H# Variables

@é Climates

About

Support

Base Profile Base Profile

This will cause a passcode setup screen to appear where you will be asked to enter the
passcode, verify the passcode a second time and provide a hint phrase that can be
used to recover the passcode. Be sure to store this passcode in a safe place. It is not
possible to recover it. If the hint phrase does not help, eKeypad will have to be reset
and all settings re-entered manually.

Once setup, any attempt to access the configuration screens within eKeypad will require
entering this passcode to proceed.
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Configuration Backup
To safeguard the configuration and help manage the setup of secondary or replacement
devices a configuration backup should be created.

This can be done on the Config -> “Backup Files” screen in eKeypad. After creating a
backup file there are several options for transferring it between copies of eKeypad. The
options displayed will vary based on the setup of the iOS device.

- Email. This option will attach the backup file to a normal email message as an
attachment. This attachment is encrypted and unreadable without eKeypad.

To restore an emailed backup file, open the email message in the Apple Mail
application on the iOS device and touch on the file attachment icon. A list of options
will appear, select to open the attachment with eKeypad.

This will automatically exit Mail, launch eKeypad and import the backup file. Make a
point of reading the message window eKeypad displays. To prevent conflicts, the
name of the imported backup file may be changed.

Share. This option will share the backup file on the local Wifi and Ethernet network.
Any other copies of eKeypad on this same network will be able to directly download
a copy of the backup file. Files can not be transferred across routers.

Open the Config -> “Backup Files” screen in eKeypad and select the backup file to
restore it. Restoring a backup file will replace ALL existing settings and can not be
undone.

Backup files are application specific. Only backup files created eKeypad Pro can restore
with a copy of eKeypad Pro. eKeypad Pro can not restore backup files created with any
other eKeypad application.

Carrier &

Config Backups

“y Profile Manager l Create New Backup File '
Device Management

Py Import Shared Backup File

42 Automation Systems

Client Settings

* Favorites
My Keypad
Areas

Lights

Launch Passcode
Tasks

Look and Feel
Zones

Advanced SettingS
Outputs

Backup Files

About
Support

Hl b @ D > 3

Keypads
ﬂ'a Config
H#  Variables

aé Climates

My Elk M1
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Customization

Every install is unique. It is highly recommended to leverage the customization options
available in eKeypad Pro. A detailed walkthrough is outside the scope of this document
but an overview is listed below. For more information on customization and restricted
access options, please see the “eKeypad Pro Customization” document.

iPhone Interface

Within eKeypad a completed configuration consists of four levels. The Application is
eKeypad Pro itself and contains 1 or more Profiles. Each Profile contains 1 or more
Devices such as an Elk M1. Each Device contains 1 or more ltems such as a light, task
or alarm area.

- Application level: These customizations affects everything in eKeypad Pro.
- Disallow editing of customizations
- High contrast GUI interface
- Status indicator colors
« On/Off switch colorization
- Highlight colors applied to buttons
- Silence interface sound effects
- Global hide/show item filter

- Profile level: These customizations only affects the Profile and associated Devices.
- Capability names
« Blueprint interface
- Favorites screen
- Initial launch screen

- Device level: These customizations only affects the Device and the items within it.
- Show/hide capabilities
- Display items in hierarchy

- Item level: These customization only affects a single ltem.
- Audio alerts
- Display name
- Status indicator colors
- Visible controls
- Action button labels.
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Blueprint Screens

On iPad devices, eKeypad allows for highly customized and fully custom interfaces.
This capability is extremely robust and flexible. It allows you to design and build almost
any interface you can imagine.

You can find more information about creating blueprints here:

«  Our YouTube walkthrough videos at www.youtube.com/eKeypad

« The Blueprint overview document at www.ekeypad.net/downloads

- Contact us to schedule a training session.

Restricted Access

To further enhance the security of remote access and wall mounted custom interfaces, a
number of options in eKeypad restrictions to be placed on various aspects to control
access to, control of and even viewing of items configured in eKeypad Pro.

This includes but is not limited to:
« Require a passcode to launch eKeypad
« Require a passcode to access the configuration screens in eKeypad
- Restrict viewing of IP Video streams
Restrict the ability to control individual items
- Limit the types of control available for individual items
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eKeypad Builtin Network Tools
eKeypad contains a number of useful tools and self diagnostic abilities to help you
identify issues that may arise.

NetworkTools

These tools are located on the Config -> Support -> “Network Diagnostic Tools” screen.
Not all tools require the use the Address and Port fields at the top of the screen. The
descriptions below will list the testing actions that require use of the fields at the top of
the screen. All tests support both IPv4 and IPv6 address unless specified otherwise.

lus - i0S 10.3 (14E8301 iPhone 7 Plus - i0S 10.3 (1
1:06 PM 3 = 1:33 PM

Config Support

* Favorites

'EE My Keypad

y Profile Manager For more information and help
3 with issues see our web site:
Device Management http://www.ekeypad.net/

#®  Automation Systems

ﬂ Areas

Client Settings Network Diagnostic Tools
2 Lights
E,/ Launch Passcode Voice Control Practice

Tasks

Look and Feel Feedback and Help
|i| Zones

Advanced Settings Have A Feature Request?
|1| Outputs

Backup Files Have An Issue To Report?

Keypads

H#H Variables

A
@V Climates

Troubleshooting

View Network Log

My Elk M1

Resolve Hosthname. By entering a hostname in the “Address” field at the top of
the screen, this action will resolved the hostname into its IP Address.

- Ping Network Address. By entering a hostname or IP Address in the “Address”
field at the top of the screen, this action will attempt to send 3 ICMP pings to the
address. This action supports both IPv4 and IPv6 address. This will verify that the
device is responding.

A number of routers block ICMP traffic by default. Realistically, means this
usually makes the ping action only useful for devices on the local network.

- Query Public IP Address. This action does not require the use of the fields at
the top of the screen. This action will list the current IP Address assigned to the
external side of the router.

- List Local IP Address. This action does not require the use of the fields at the
top of the screen. This action will list the IP Address assigned to the mobile
device.
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- List Interface Config. This action does not require the fields at the top of the
screen. This action will list the network interfaces setup on the mobile device.

Display Network Status. This action does not require the fields at the top of the
screen. This action will detect how the mobile device is making network
connections. Options are Cellular, Wifi, Ethernet or None. If Wifi is detected the
SSID will also be displayed.

- Check Port Status. This action requires the use of both the “Address” and “Port”
fields at the top of the screen. This action will test remote connections. The
results will be accurate even if connected to the local Wifi network.

- Count Routers to Internet. This action does not require the fields at the top of
the screen. This action will detect the routers on the network between the mobile
device and the internet. Note that some routers can not be detected. This action
uses ICMP packets which are blocked by some routers.

- List Default Gateway. This action does not require the fields at the top of the
screen. This action will list the default gateway being used by the mobile device.
Note that this action only applies to IPv4 networks. Networks using IPv6 do not
use the concept of a default gateway.

Dynamic DNS

At the bottom of the “Network Diagnostic Tools” screen is a section that allows you to
perform a manual, one-time update of a dynamic DNS account. This form only support
accounts provided by www.dyndns.org.

This functionality requires the mobile device to be located on the local wifi network with
the equipment to operate correctly. It does NOT provide a replacement for the full time
client needed to mange the Dynamic DNS account.

The setup of the DDNS client in the M1-XEP module described above should still be
performed.
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Automated Troubleshooting

eKeypad Pro - Elk M1 XEP

For configured drivers in eKeypad Pro that are experiencing connection issues, an
automated troubleshooting function is available to help diagnose the cause. This
functionality is designed to identify issues when a driver was working initially but is no
longer working. It can be accessed in several different ways.

- By opening any section in the “Device Management” section of the Config screen.
Any driver experiencing a connection issue will be marked by a special icon.
Touching on this driver will expose a “Troubleshoot Issue” link. This link will ONLY
appear if the device is encountered a connection error.
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- You can also access the “Troubleshoot Issue” link from the Config -> Status screen.
Again, the link will ONLY appear if the device is experiencing a connection error.
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Permanent Installs

One of the more advanced uses of eKeypad is to use it as a custom touch screen
permanently mounted on a wall and dedicated to running eKeypad at all times. Due to
the unique nature of this setup, some additional recommendations and altered
practices are necessary.

Non-secure Port
For devices that remain on site and never used remotely, it is recommended to use the
Non-secure port for communications with the M1-XEP module.

Using the Non-secure port has several advantages:

- Faster communications. The use of the secure port is very fast, but the use of the
Non-secure port is even faster.

« Lower M1-XEP overhead. The secure port encrypts all communications and adds
noticeable overhead. The Non-secure port greatly reduces this overhead, especially
when using multiple eKeypad instances.

- Lower eKeypad overhead. Apple iOS devices have very powerful processors, but
certain configurations, especially multiple video streams, can benefit from reducing
iOS overhead.

The Non-secure port must be used appropriately to maintain a secure system. It should
NOT be port forwarded in the router. The Non-secure port contains no encryption or
any protections for unauthorized access.

The Non-secure port is not enabled by default. The M1-XEP setting is located on the
“TCP/IP Settings” tab of the “M1XEP Setup” popup window in the EIk-RP application
software. This window is opened from the “Account Details” screen using the button in
the bottom right corner of the screen.
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Ethernet Connectivity
For permanent installs where the iOS device does not move, it is recommended to
connect the iPad or iPhone to the wired ethernet network instead of using Wifi.

While this option requires a wire to be connected to the iOS device at all times, it does
result in a more stable and dependable network connection.

For more information about how to setup this option and the extra hardware required,
contact eKeypad support.

iPad Pro Power
The iPad Pro 12.9in has special consideration needs to be addressed related to power.

When in active use, the iPad Pro consumes more power that the 12W USB power
adapter it ships with can provide. This will result in the iPad Pro slowly discharging and
eventually powering off.

A more powerful power adapter is required if the iPad Pro will be used continuously in a
permanent install. The Apple USB-C 29W power adapter and Apple USB-C to Lightning
cable should be used. This adapter is capable of providing enough power to both
operate the iPad Pro 12.9in and keep it fully charged charged.

This power solution will also make Ethernet Connectivity more complex. Contact
eKeypad support for more information.
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eKeypad Pro and Elk M1 Check List

Job Name:

[ Create DDNS account.: www.dyndns.org

DDNS Details

Network Setup Hostname:
O Check for Multiple Routers Username:

[ Disable/Bypass IPv6 Networks Password:

[ Connect to correct Wifi network

Hardware Setup
[0 Change XEP Power Adapter to M1 Battery
O Connect XEP Auto-Reboot Wiring XEP Auto-reboot

O Install/Setup Customer Owned Router .
[ Install Router/Switch Battery Backup Relay Output:
Elk M1 Settings XEP Static IP
[ Assign Static IP Address to XEP .
O Create an Login for the XEP Address:
[ Setup Dynamic DNS client in the M1-XEP
O Setup XEP Auto-Reboot Automation Rules XEP Login
8 ggt %(leriral Por(t:T(rjan;mit Oplt:ionf Username:
isable User Code Access Feature )
[ Disable Auto Stay Arming Feature Password:
Router Setup

[ Create DHCP reservation for M1-XEP Static IP
O Setup Inbound Port Forwarding of XEP Port 2601

eKeypad Setup

Download eKeypad: http://www.ekeypad.net/pro/

Verify DDNS hostname resolves to external router address

Update “Base Profile” Name

Create Elk M1 System Driver

Test Local Network Connection

Test Remote Access Connection

Setup Configuration Access Passcode Config Backup
Create /Email Configuration Backup File Name:

0000oaaa

Advanced Setup

[ Customize Application Interface
[ Create Custom Blueprint Screens
[ Setup Restricted Access

Notes:

* - Optional step. Only needed if not setting up a DDNS account.


http://www.dyndns.org
http://www.ekeypad.net/pro/

